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1. Introduction

The increasing reliance of SCAS in the expertise and services of third parties,
necessitates the need to understand and manage our information risk, both with our third
parties and their downward supply chains.

Third parties include suppliers of hardware, software, specialists’ skills, and cloud service
providers.

To manage these risks, we must identify and manage our information risk, so that we can
embed our information security requirements within our formal contracts and service level
agreements.

Information and information systems that are accessed, or supported by our third-party
partners, are vital to SCAS and those we serve and to this end we will protect information
and systems regarding their:

Confidentiality | Protecting information so that it is not made available or
disclosed to unauthorised individuals, entities, or processes.

Integrity Preventing information and data from being modified in an
unauthorised or undetected manner.

Avalilability Ensuring information and system are available, when needed.

This policy supports our digital strategy.
2. Scope of this policy

This policy applies to all aspects of working with third party suppliers that support SCAS,
including their downward supply chain.

Each control has a defined control owner, who is responsible for identifying all relevant
stakeholders and subject matter experts to support these controls.

3. Training



This policy is supported by the information governance and security mandatory training,
which ensures that all staff reach a minimum baseline of understanding so that they can
comply with the controls set out within this policy.

If you feel you have had insufficient training to allow you to discharge your responsibilities
securely, you must inform your line manager, who will support you in sourcing training
appropriate to your needs.

4. Policy Concessions

If it is not possible to meet the requirements of a policy control, then a formal concession
must be sought from Information Security and Governance Team.

Concessions require a formal risk assessment and are time limited and discretionary.

In all cases where a concession is granted, compensatory controls must be identified and
monitored for effectiveness.

5. Sanction

Failure to comply with our policies or discharge the responsibilities defined within them
may lead to disciplinary action in line with the Trust’s Disciplinary & Conduct Policy.

6. Definitions and Abbreviations

We maintain a standard set of definitions and abbreviations for our information
governance and security policies. These can be found on our [LINK] intranet.

7. Equality Impact Assessment

This policy will be applied fairly to all employees regardless of race, ethnic or national
origin, colour, or nationality; gender (including marital status); age; disability; sexual
orientation; religion or belief; length of service, whether full or part-time or employed
under a permanent or a fixed-term contract or any other relevant factor.

By committing to a policy encouraging equality of opportunity and diversity, the Trust
values differences between members of the community and within its existing workforce,
and actively seeks to benefit from their differing skills, knowledge, and experiences to
provide an exemplary healthcare service. The Trust is committed to promoting equality
and diversity best practice both within the workforce and in any other area where it has
influence.

Where there are barriers to understanding, e.g., an employee has difficulty in reading or
writing or where English is not their first language additional support will be put in place
wherever necessary to ensure that the process to be followed is understood and that the


https://southcentralambulance.sharepoint.com/sites/InformationGovernance/Shared%20Documents/SCAS%20%20IG%20Definitions%20v1.0.pdf
https://southcentralambulance.sharepoint.com/sites/InformationGovernance/Shared%20Documents/SCAS%20%20IG%20Definitions%20v1.0.pdf

employee is not disadvantaged at any stage in the procedure. Further information on the
support available can be sought from the Human Resources Department.

Employees exercising their rights and entitlements under the regulations will suffer no
detriment as a result.

The EIA can be found [LINK] here.
8. Roles and Responsibilities

We expect all our staff to work to the highest standards of information security and
governance, we are all responsible for discharging our responsibilities securely and
seeking assistance when we are not sure how to proceed.

Further information can be found [LINK] here, including specialist information security
and governance roles and their responsibilities.

9. Policy Feedback

We welcome feedback on this policy, controls contained within it and ways in which we
can make this document more impactful. Please send feedback to the Head of
Information Security and Governance.

10. Third Party Management

Security Objective:
The Trusts information assets, in all forms, must remain protected when accessible to
third party suppliers and their supply chain.

Clause 10.1

Policy Control
Information Asset Owners must ensure third party security risks that affect their assets
(including personal data) are identified, recorded, and managed.

Information Asset Owners must:

o Work with relevant stakeholders within SCAS and the third party to identify
security and privacy risks.

o Consider the criticality and sensitivity of the asset, information, and systems.

o Define the scope of impacted assets.

o Understand the third party’s activity and their supply chain.

o Understand the interface been SCAS and the third party.

o Consider privacy law.


https://southcentralambulance.sharepoint.com/:b:/r/sites/InformationGovernance/Shared%20Documents/Equality%20Impact%20Assessment%20Forms/EIA%20-%20Acceptable%20of%20Information%20and%20Technology%20Policy.pdf?csf=1&web=1&e=Znx0pC
https://southcentralambulance.sharepoint.com/:b:/r/sites/InformationGovernance/Shared%20Documents/Equality%20Impact%20Assessment%20Forms/EIA%20-%20Acceptable%20of%20Information%20and%20Technology%20Policy.pdf?csf=1&web=1&e=Znx0pC
https://southcentralambulance.sharepoint.com/sites/InformationGovernance/Shared%20Documents/SCAS%20IG%20Roles%20and%20Responsibilities%20v1.0.pdf
https://southcentralambulance.sharepoint.com/sites/InformationGovernance/Shared%20Documents/SCAS%20IG%20Roles%20and%20Responsibilities%20v1.0.pdf

Maintain documentation that supports the identification of third-party risks and those
within the supply chain.

Control Owner
Information Asset Owner.

Clause 10.2
Policy Control
The Head of Information Security and Governance must document and make readily

available the control requirements applicable to third parties and their supply chain.

The Head of Information Security and Governance must:

. Document the controls that third parties must deploy.

. Make the document readily available and mark as unclassified.

. Base this document on ISO27001 and other related, and relevant, best practice.
. This document must be reviewed regularly, to ensure it remains effective and

includes latest best practice.

Control Owner
Head of Information Security & Governance.

Clause 10.3

Policy Control
The Head of Procurement must ensure that third parties formally agree to adopt relevant
security controls and privacy requirements identified by the Trust.

The Head of Procurement must include the following within contracts:

. The Trust’s right to audit.

. Third party’s obligation to deliver independent evidence of the effectiveness of
their security controls.

. Third party’s obligation to advise SCAS of any changes that may impact Trust
assets.

o Standard data protection terms, where third parties may handle personal data on
behalf of SCAS.

The Head of Procurement must:
. Ensure that the Data Protection Officer, Information Asset Owner and Caldicott

Guardian are informed where third parties may transfer personal data outside of
the EEA.



Seek assistance from the Head of Information Security and Governance should the third
party be unable to satisfy our security requirements, before contracts are signed.

Control Owner
Head of Procurement.

Clause 10.4

Policy Control

Information Asset Owners must monitor and review third party suppliers to ensure that
they achieve a satisfactory level of compliance with the Trust’s terms throughout the

lifespan of the agreement.

Information Asset Owners must:

o Review third party suppliers regularly, in line with the asset’s criticality and risk.

o Consider exercising the Trust’s right to audit, when prompted by risk, incidents, or
changes within the threat landscape.

o Request independent evidence from third parties that their security controls are
effective.

o Engage with relevant stakeholders and subject matter experts across SCAS to

support the monitoring effort.

Control Owner
Information Asset Owners.

Clause 10.5

Policy Control

The Head of Procurement must proactively manage changes to the provision of products
and services so that SCAS assets remain secure, including during change of supplier or

termination of contract.

The Head of Procurement must:

o Maintain and implement a procedure that securely manages changes in third party
services.

o Prompt a new risk assessment if there is a possibility that SCAS assets may be
adversely impacted.

o Engage relevant stakeholders and subject matter experts across SCAS to assess
changes.

o Ensure an exit strategy exists that supports SCAS assets at the end of a contract

or upon a change of third party.

Control Owner



Head of Procurement.
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https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
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https://www.iso.org/standard/54533.html
https://www.iso.org/standard/54533.html

Annex B — Implementation and Monitoring

Implementation plan

Action Owner

1. Perform a gap analyse of existing contracts Head of Procurement
and determine which contracts have not
defined security requirements, devising an
action plan in the process to close identified

gaps.

2. Devise the supplier focused information Head of Information
security policy, which defines our expectations | Security and Governance
of information security with third parties and
their supply chain.

3. Develop a process to effectively manage third | Head of Procurement
party suppliers, so that security focus can be
placed on what matters most.

4. Develop an audit programme so that SCAS Head of Procurement
can be assured that security expectations are
being met.

Monitoring plan

Action Owner

1. The Information Governance Steering Group is | Head of Information
responsible for monitoring the effectiveness of | Security and Governance
this policy and will formally document its
findings.

2. Include in the internal audit plan Head of Audit
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